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Engaging Academic and Research Sectors in Thailand to Protect Intellectual Property and Safeguard Sensitive Research  

Overview
Oak Ridge National Laboratory (ORNL) will provide a three-day workshop titled “Best Practices in Research Security” to train approximately 15 researchers and academic professionals on the latest approaches and challenges in research security. The workshops will inform the academic and research communities on the best practices for implementing security processes and procedures to protect intellectual property, safeguard sensitive research, and manage potential risks—ultimately avoiding possible illicit transfers or diversion to malicious actors. Additionally, ORNL will create a suite of training materials to help learners address niche, cutting-edge challenges in knowledge transfer and theft faced by public and private research institutions.
Workshop Objectives
The workshop aims to ensure that academic and research institutions in Thailand understand the importance of research security and can implement best practices to detect and deter malign actors and protect sensitive research from theft and diversion.
Workshop Curriculum
· Presentations on general nonproliferation fundamentals and the importance of implementing research security principles to safeguard global and national security.
· Presentations on attempts by malign actors to exploit academic and research institutions to gain access to advanced and weapons-relevant technologies.
· Presentations on the fundamentals of research security and its cross-points with common compliance practices and good security culture employed globally at universities and research institutions.
· Scenario-based exercises on building effective research security practices, strong security culture, and internal technology controls.




[bookmark: _Hlk53637197]Best Practices in Research Security
Day One – An Introduction – A Look at Why

	Start
	End
	Presentation/Session
	Speaker

	
	
	Seminar Registration
	

	9:00am
	9:15am
	Welcome and Opening Remarks 
	 

	9:15am
	9:30am
	Introduction to Workshop
· Overview and Objectives
· Ground Rules
· Participant and Speaker Introductions
	

	9:30am
	10:00am
	University Case Study: Value of Research Security
· A Tale of Two Universities in Georgia, USA
	 

	10:00am
	10:15am
	Coffee Break
	

	10:15am
	11:00am
	Opening Exercise – An Introspective Look at a Research Workday
	

	11:00am
	12:00pm
	Proliferation Threat to Research
· Global, institutional, and individual consequences
· Methodologies of bad actors
	 

	12:00pm
	1:00pm
	Lunch 
	

	1:00pm
	2:00pm
	Presentation by Thai Representative
	

	2:00pm
	2:45pm
	Relevant Global and National Legal Frameworks 
· Major treaties, arrangements, and national legislation covering proliferation/WMD and securing related technologies
	

	2:45pm
	3:00pm
	Coffee Break
	

	3:00pm
	3:45pm
	What is Research?  What is Technology?
· Listing different types of research and remaining cognizant of security and ethical implications
· Discussing the types of technologies (developing, processing, implementing)
· Describing research requiring security (data, files, schematics, formulas, etc…)
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	4:30pm
	Balancing Academic Freedom and Scientific Progress with Security
· Defining the line between basic research and research requiring security
· Encouraging research security to facilitate research and meaningful collaborations.

	

	
	Adjourn
	





Best Practices in Research Security
Day Two – A Look Within
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	End
	Presentation/Session
	Speaker

	
	
	Participant arrival 
	

	9:00am
	9:15am
	Recap Day 1 and Overview of Day 2
	

	9:15am
	10:15am
	Identifying What to Secure and Taking Inventory
· A technology identification style exercise – listing what types of “things” the audience works with that may need securing
	

	10:15am
	10:45am
	Identifying Spaces and Places Requiring Security – Importance of Secure Spaces
· Listing spaces that may need security protocols, what types of protocols and why
· A look at laboratories, storage, and administrative spaces
	

	10:45am
	11:00am
	Coffee Break 
	

	11:00am
	11:15am
	Identifying Spaces and Places Requiring Security – Importance of Secure Spaces (continued)
· Listing spaces that may need security protocols, what types of protocols and why
· A look at laboratories, storage, and administrative spaces
	

	11:15am
	12:00pm
	Identifying Whom to Secure
· Listing who possesses research that may need securing and what vulnerabilities are posed by individuals themselves
	

	12:00pm
	1:00pm
	Lunch 
	

	1:00pm
	2:00pm
	Tying It All Together – Technology Control Plans
· What are technology control plans?  What makes a good technology control plan? And what are the best practices for implementing them?
	

	2:00pm
	2:30pm
	Identifying How to Secure
· Creating mechanisms to secure research in a variety of circumstances
	

	2:30pm
	2:45pm
	Coffee Break 	
	

	2:45pm
	3:30pm
	Cataloging Collaboration (Discussion)
· List all the different types of collaboration that you engage in
	 

	
	Adjourn
	





Best Practices in Research Security
Day Three – A Look Outside
	Start
	End
	Presentation/Session
	Speaker

	
	
	Participant arrival
	

	9:00am
	9:15am
	Recap of Day 2 and Overview of Day 3
	

	9:15am
	10:00am
	Export Controls in Research Security
· An overview of export controls and how they tie into research security
	 

	10:00am
	10:45am
	Controlling Collaboration
· Discussing best practices and methods for “securing” collaboration
· Introduction to “Know Your Collaborator” principles
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	11:00am
	Coffee Break 
	

	11:00am
	11:15am
	Know Your Collaborator
· Examples of different cases involving “know your collaborator” principles and conducting risk assessments
	

	11:15am
	12:00pm
	International and National Tools and Resources
· Discussion of various international and national publicly and privately available resources for conducting effective risk assessments
	

	12:00pm
	1:00pm
	Lunch
	

	1:00pm
	2:00pm
	Risk Assessments
· Engaging the audience in conducting their own risk assessments in different scenarios
	

	2:00pm
	2:45pm
	Research Security Case Studies and Lessons Learned
· Outlining existing research security programs are different existing institutions to provide concrete examples
	

	2:45pm
	3:00pm
	Coffee Break
	

	3:00pm
	3:30pm
	Seminar Evaluation 
	

	3:30pm
	4:00pm
	Review and Q&A of Workshop Elements
	

	4:00pm
	4:30pm
	Closing Remarks 
	

	
	Conclusion of the Seminar
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